Navigating public confidence in a changing health data system
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Why a State of the Nation?

Health data sits at the centre of NHS reform. The Government’s 10 Year Health Plan', the Data
(Use and Access) Act 20252 the Life Sciences Sector Plan? and the 2026 Health Bill* (also known as
the NHS Modernisation Bill), all place data at the heart of how health and care will be delivered.

Programmes such as the Single Patient Record®, NHS Federated Data Platform® and Health Data
Research Service’ promise better connected care, research and innovation. But their success
depends on more than technical delivery. Public confidence is now a critical part of the health
data infrastructure.

A decade ago, the debate focused on whether people supported wider uses of health data.

The evidence shows that most do — but that support is conditional and cannot be taken for
granted. The challenge today is whether public confidence can be earned and sustained as the
system becomes more connected, complex and contested, and as health data is increasingly
understood through wider debates about the role of digital tools in everyday life, the power of
global companies, geopolitical risk, and the terms on which public services depend on large-
scale technology systems and suppliers.

UPD’s first State of the Nation® identifies the factors that consistently determine public confidence
and explores what they mean for the next phase of health data policy and implementation.

4 )

UPD’s State of the Nation brings together multiple sources of evidence to understand public
confidence in health data at a time of rapid system change.

Our evidence base includes:

« Areview of more than 100 UK evidence sources, including nationally representative surveys,
public dialogues, citizens’ juries and qualitative research.

« UPD’s UK patient data sentiment tracker, providing trend data on awareness, confidence,
trust and support across three waves.

« National media analysis, examining how health data is portrayed and which narratives
reach the widest audiences.

+ Social media analysis, exploring how health data is discussed online and how narratives
develop over time.

- Areview of patient and public involvement and engagement (PPIE) across health data,
mapping where and how the pubilic is involved in decision-making (a live UPD project to be
published in autumn 2026).

This evidence-base enables us to consider both population-level trends and the experiences,
expectations and values that shape public confidence.

Together these insights provide one of the most comprehensive pictures currently available
of public confidence in health data in the UK.

See the Appendix for further details of the supporting evidence.

- J

https://www.gov.uk/government/publications/10-year-health-plan-for-england-fit-for-the-future
. https://www.legislation.gov.uk/ukpga/2025/18/contents
. https://www.gov.uk/government/publications/life-sciences-sector-plan
5 https://vvwv\/.gov.uk/govommom/publicotions/hca\thfb'\l\fsinglofpqtiontfrooordffootfshoot/hoa\thfb'\I\fsingIcfpctticntfrcoordffootfshoot
. https://spr.england.nhs.uk/
. https://www.england.nhs.uk/digitaltechnology/nhs-federated-data-platform/

ON®OTAWN

We have included UK-wide and devolved nation evidence wherever possible, but the report does not examine in detail the

https://www.hdrs.com,
. Although this report takes a UK-wide perspective, much of the available evidence and public debate is England-focused. . . @
distinct policy and governance contexts across Scotland, Wales and Northern Ireland. U
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What the evidence tells us

_l and perceived misuse rather than about
the benefits of health data, which are often at all” about NHS data practices.

systemis changing faster
n public understanding

(]
)

Most people have only limited awareness of how health data are used. They are often
uncertain about who can access data, for what purposes and what choices they have.

This creates a widening gap between the pace of policy change and the public’s ability to make sense
of it. National and regional programmes often have different purposes, governance arrangements
and language, yet they are experienced by most people as parts of the same health data system.
Distinctions that seem clear to policymakers are often less so to the public.

As a consequence, public understanding and confidence are disproportionately shaped by
controversy. Health data has become more visible in public debate, but that visibility is highly uneven.
Stories about risks, failures and perceived misuse reach 110x larger audiences than stories about the
benefits of health data, which are often confined to specialist healthcare, research or technology
spaces.® Risk harratives are also more immediate, personal and emotionally engaging, while benefit
narratives often depend on technical explanation, institutional trust or longer-term public value.

This is important because risk and benefit narratives do not meet on equal terms. They are often led
by different people, carried through different channels and encountered by different audiences.

A positive story about health data use does not necessarily reach the people whose views are
being shaped by controversy, nor does it extinguish concerns about privacy, commercial access,
accountability or control. The result is a persistent narrative imbalance, particularly where public
understanding is already limited.

Communications plans therefore cannot assume that more positive stories will simply balance out
concerns about data use. They need to address risk directly, in the spaces where concern is forming,
while also making benéefits visible, concrete and relevant to wider public audiences.

N )

-
11 O larger audiences are reached
x by stories about risks, failures 61 O/o of the UK public say they

know “very little” or “nothing

confined to specialist healthcare, research
or technology spaces.

. AN J

Source: Survey with 7,100 people based in the UK (Health Foundation, 2023)
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9. Understanding Patient Data and Portland (2026) Health Data in the Headlines
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Conversations about risks and risk-led reporting

- Media outlets: The Regjister (1.7m), Daily Mail (39m), Byline Times (157k), openDemocracy (188k),

The FT, Sunday Telegraph etc.
- Themes: Palantir, cybersecurity, privatisation, consent/opt-out, sovereignty
+ Voices: Foxglove, Amnesty International, medConfidential, Good Law Project, Medact
« Narrative: Data commercialisation, Donald Trump, surveillance, incompetence
« Monthly visitors: 410m
- Combined outlet reach: 470m+ monthly unique visitors (hational) plus 2.3m (campaigning)

NARRATIVE GAP

Conversations about benefits

« Media outlets: HSJ (85k), Digital Health (23k), Health Tech World (17k), pharmaphorum (50k),
BMJ (3.5m), Pulse Today etc.

* Themes: Al deployment, digital transformation, research benefits, waiting list outcomes
 Voices: Health ministers, NHS digital leads, Tony Blair Institute, clinical researchers

« Narrative: Transformative potential, efficiency, global leadership

* Monthly visitors: 4.3m

¢ Combined outlet reach: c.4.3m monthly unique visitors

People increasingly use Al search tools

and platforms to ask questions, compare
explanations and make sense of complex
issues. UPD-commissioned analysis'® found that
leading Al Large Language models generally
give accurate, balanced explanations of patient
data use, with broad agreement on core facts
and safeguards. This creates an opportunity to
improve public understanding by making trusted
information more visible, clearly structured and
easier for Al systems to find and cite.
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portis high - confidence is conditional

Despite the disproportionate reach of negative media coverage and low awareness of health data
use, public support remains high. Across surveys, public dialogues, citizens’ juries and deliberative
research, there is consistent support for using patient data to improve care, support research and
deliver wider public benefit.

There is particularly strong public backing for the use of health data for medical research, healthcare
planning and improving public services, with support across survey studies often exceeding 85%."

But strong support should not be mistaken for blanket approval. UPD’s own nationally representative
polling? shows that while most people (89%) report being comfortable with their personal health data
being used, nearly half (49%) say that their comfort depends on the specific circumstances

(see Figure 1).

Figure 1: Comfort with the use of personal health data

Nearly nine in ten people are comfortable with their health data being used, but almost half say
this depends on the situation. Only 11% are not comfortable with their health data being used.

Responses (%)
49%
50%
40%
40%
30%
20%
%
10%
0%
I am comfortable with my own My comfort with my own | am not comfortable with my
personal health data being personal health data being own health data being used
used used depends on the situation

Source: Komor/Understhdihg Patient Data (2026)

8 9 O/ report being comfortable with their
(o personal health data being used, but nearly

half (49%) say that their comfort depends on the situation

Source: Polling with 1,279 people based in the UK (Undorstanding Patient Data, 2026)

in the NHS and Social Care; Boston Consulting Group Centre for Growth (2023) Towards a Healthier, Wealthier UK: . .
Unlocking the Value of Healthcare Data
12. Understanding Patient Data (2026) UK Patient Data Sentiment Tracker: Wave 3 Findings

6

. NatCen and ONS (2025) Public Attitudes Towards Data Use in Statistics; NHS England (2024) Public Attitudes to Data @




Privacy, cybersecurity, unauthorised access and data breaches remain important public concerns
(see Figure 2). The 2024 NHS England public attitudes survey™ found that 83% of people trust the NHS
to keep patient data secure. Our own nationally representative polling in May 2026 found that 52% of
respondents were confident that the NHS (or equivalent health service in the devolved nations) has
strong protections in place to keep health data safe'. This is a decline from 58% in July 2025.

Figure 2: Concerns and questions about the use of personal health data

The most frequently cited concerns are data being accessed by the wrong people (44%) and data
security (40%), while 39% would like clearer information about how their health data are used.

I am not sure how using my health data benefits me or people like me
I 20%
I am concerned that my health data could be inaccurate or misunderstood

A 24%

I am concerned that my health data could be used in ways that are unfair or discriminatory
26%

I am concerned about companies being involved in the use of my health data
30%

I would like more choice or control over how my health data is used
31%
I am concerned that my health data could be used in ways that | would not support

. 34%

I would like clearer information about how my health data is being used
T 39%

I am concerned about the security of my data or cyber attacks

40%
I am concerned about my health data being accessed by the wrong people
44%
None of the above
6%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

% of respondents who selected this option

Source: Kontor/Understomdihg Patient Data (2026)

44%

are concerned about their
data being accessed by
the wrong people.

Source: Polling with 1,279 people based in
the UK (Understanding Patient Data, 2026)

13. NHS England (2024) Public Attitudes to Data in the NHS and Social Care
14. The NHS England and UPD results are not directly comparable due to differences in question wording and response options.
Notably, the NHS England survey only included agree/disagree options while UPD polling also included an additional “unsure”
response option, which was selected by 27% of respondents. Negative responses were similar across the two, with around
one fifth of respondents not trusting the NHS to keep their patient data secure (NHS England survey)/not feeling confident . . L@
that strong protections are in place to keep their data secure (uPD polling).
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Organisations must demonstrate that personal information is protected appropriately. But these
safeguards are now part of a wider test of trustworthiness: media narratives are increasingly driven by
governance and ethical concerns ranging from surveillance to the role of ‘big tech’ companies in public
life. People also want to know how decisions are made, who scrutinises them and how organisations are
held to account when things go wrong.

Understanding Patient Data commissioned Portland to analyse UK media coverage and public
discourse on health data use over a 15-month period (March 2025-July 2026). The aim was to understand
how competing narratives around the use of NHS patient data influence public attitudes toward data-
sharing and institutional trust. The analysis encompassed 1,329 media articles sourced across national,
healthcare trade, technology trade and campaigning outlets.

Figure 3: Key patient data themes compared by volume and sentiment

The five themes most likely to damage public trust — Palantir, cybersecurity, consent, Digital ID and
privatisation — account for 30% of coverage and are 84% negative. Positive narratives about the
benefits of using patient data are not reaching a wide group of people. Consent & opt-out is now
the most one-sided theme (93% negative). Critically, these themes appear disproportionately in
national press and campaigning outlets, with combined reach exceeding 474m monthly unique
visitors. The themes that build trust — Al deployment, research benefits and waiting list reform —
account for 22% of coverage and are 71% positive. But they sit largely in trade media (combined
reach ¢.4.3m monthly visitors) and rarely reach a broad public audience.
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Conditions for public confidence

Evidence points to four conditions that consistently underpin public confidence:

Trusted organisations and

Sl alelea e responsible stewardship
Visible governance Meaningful public

and accountability influence over decisions
Clear public benefit

The strongest and most consistent finding across the evidence is that people are more willing to
support the use of data when they can see a clear benefit for patients, the NHS or society, and less
willing when benefits appear to flow primarily to private interests. This has remained one of the most
stable findings in public attitudes research over the past decade.”®

4 )
In UPD’s 2020 Foundations of Fairness'™ report with the Ada Lovelace Institute, participants were
less concerned with who accessed data than with whether data-sharing was fair. They judged
fairness by who benefited, who made decisions, and whether the public interest remained
paramount. Key concerns included commercial partners extracting disproportionate value
from NHS-held data, benefits being concentrated in particular organisations or regions, and
important decisions being made without sufficient transparency or accountability.

. J

C

This has important implications for national infrastructure such as the Health Data Research Service.
As data access becomes easier and partnerships become more complex, public confidence is likely
to depend less on the existence of commercial involvement than on whether clear governance
demonstrates that benefits are shared fairly, decisions are transparent and public value remains the
primary objective.

Public benefit also shapes how people judge commercial involvement, acceptable risk and the
legitimacy of different uses of data. If public benefits are clear, meaningful and proportionate,
research shows that participants are willing to support a wide range of uses, including some
commercial partnerships.”

Strategy (20250q) National public engagement on the use of health and care data: Cohort 1 - principles of data use and access . .
16. Understanding Patient Data and Ada Lovelace Institute (2020) Foundations of Fairness
17. Hopkins Van Mil and Understanding Patient Data (2021) Putting Good into Practice

9

15. Stockdale et al. (2018) “Giving something back”; NHS England, Department of Health and Social Care, and Thinks Insight & @



For some programmes, such as the Single Patient Record, the benefit is more immediate and
more visible. Our recent polling found strong public support for the programme, with many
people reporting that media coverage had made them feel more positive about the use of health
data (see Figure 4). By enabling more joined-up care, reducing duplication and giving patients
easier access to their own information, it offers benefits that are both personal and collective.

4 )
Figure 4: Impact of media coverage about the Single Patient Record

Among the respondents who recalled seeing or hearing stories about a Single Patient Record
(40%), 51% said media coverage made them more supportive of using patient data to improve
care and services, compared with 17% who said it made them less supportive. Meanwhile, 30%
said coverage has made them more likely to opt out (or stay opted out), compared with 37% who
said it made them less likely to do so..

Responses (%)
100%
5% 13% @ strongly agree
2% B Agree
24% Neither agree nor disagree
80% SRR Disagree
(0 strongly disagree
60% 33%

40%

20%

_
0%

It has made me more supportive of the It has made me more likely to opt out (or
use of patient data to improve care and stay opted out)
services

Source: Kantar/Understanding Patient Data (2026)
Graph only for respondents in England

- J

The Single Patient Record also feeds into clear public appetite around expected benefits. Nine in
ten people want better access to their health records,”® 61% assume a Single Patient Record already
exists,”® and recent national deliberative research found strong support for making this a reality.?

But not every programme has such immediately visible benefits. Research and technology
innovations often promise long-term improvements to health and lived experience, but their value is
less tangible to the public. Where benefits are indirect or accrue over time, organisations must work
harder to demonstrate why data are being used, how the public will benefit and why the proposed
use is justified.

61 O/ assume a Single Patient Record already exists'. Nine in
(o

ten people want better access to their health records.”®

19. QaResearch and Understanding Patient Data (2025) Public Perspectives on GP Record Data . .
20. NHS England, Department of Health and Social Care, and Thinks Insight & Strategy (2025b). National public

18. Sylvester et al. (2024) Public back ‘patient passports’ to share medical records with any doctor @
engagement on the use of health and care data: Cohort 2 - Linking Primary and Secondary Care Data. U
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Trusted organisations and responsible stewardship

( ° )
Across the evidence base, there is a remarkably 6 9 O/ of people trust their
consistent hierarchy of trust. The NHS, healthcare O P practice with their l
professionals and universities are among the data, vs. 34% for national government
most trusted organisations to use health data. Source: Survey with 7100 people based in the UK
Technology companies, social media platforms (Health Foundation, 2023
and insurers remain among the least trusted. . J
4 )

Figure 5: Awareness of, and support for, the NHS working with other organisations to
understand and make better use of patient data

More people are aware of the NHS working with external organisations to understand and make
better use of patient data than support these partnerships. Support is highest for partnerships
with research organisations (47%), universities (46%) and charities (44%), and lowest for technology
companies (35%).

Universities
P e
I e
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%
] 44%

Research organisations or institutes (not universities)

Pharmaceutical companies
D e2%
] 42%

Technology companies (including Al and data analytics firms)

50%
T s
Other public sector or government organisations (outside the NHS)
54% ) Awareness
T s @ support
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% aware and % supportive

Source: Kantar/Understanding Patient Data (2026)
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Although attitudes towards commercial involvement are often more nuanced than headline polling
suggests, organisations cannot assume that trust in the NHS automatically extends to delivery
partners, suppliers or commercial collaborators.

While UPD polling shows that 62% of respondents have viewed their own health record, less
than half of those have seen more than a limited summary.? If patients have never seen their
own health record, how can they be expected to understand what is being shared, with whom,
and for what purpose — or feel confident supporting its use?

o0 o@)

21. Understanding Patient Data (2026) UK Patient Data Sentiment Tracker: Wave 3 Findings
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The messenger matters too. Doctors remain among the most trusted professionals in Britain, while
politicians are among the least trusted.?? UPD’s 2025 GP record research found people would prefer
information about their health record to come from GPs.?® This creates a tension for general practice
which has shaped successive NHS data programmes and remains relevant today. Patients view

GPs as trusted custodians of their most sensitive information, even as decisions about health data
increasingly sit within national programmes and infrastructure. Questions about accountability
therefore matter not only for governance but also for everyday conversations between clinicians and
patients. If clinicians are uncertain about how information will be used or who is responsible once
data leave the practice, they may find it harder to provide reassurance with confidence.

Sustaining public confidence will depend not only on robust technical implementation, but on
ensuring that trusted clinical voices understand the programmes, can explain them clearly and
remain confident in the safeguards that underpin them.?*

@ Visible governance and accountability

The health data landscape is becoming more connected and, in many respects, more centralised.
Alongside the Single Patient Record, initiatives such as the Health Data Research Service and the

NHS Federated Data Platform are creating an a national data ecosystem (the Health Data Research
Service is UK-wide).. At the same time, wider legislative and structural reforms will concentrate
strategic responsibility for health data across fewer national institutions, with the Department

of Health and Social Care playing a more prominent coordinating role. For the public, these
developments are unlikely to be experienced as separate programmes. Instead, they may reinforce a
broader perception that decisions about health data are increasingly made at national level, under
political control, rather than by trusted local NHS organisations.

Building and maintaining trust will depend on clear and visible leadership alongside demonstrable
evidence that national institutions are accountable, transparent and responsive over time.

Previous NHS data initiatives, from Care.data to GP Data for Planning and Research, demonstrate
how quickly confidence can be undermined when wider debates about commercial involvement,
accountability or government power become attached to a single programme.? The Single Patient
Record programme is intended to support safer, more joined-up care. The Health Bill does not create
a new legal route for using patient data for planning, research or other secondary purposes. It only
allows the Single Patient Record to be used as a data source for these purposes where a separate
legal basis already exists, such as the Health Service (Control of Patient Information) Regulations
2002. Existing safeguards still apply, including confidentiality duties and data protection law.

However, public confidence is shaped not only by what organisations are legally permitted to

do today, but also by what people believe could happen in the future. As national infrastructure
becomes capable of supporting additional functions over time, people naturally ask who will decide
whether new uses are introduced, what safeguards will apply and how those decisions will be
scrutinised.

As the Heallth Bill moves through Parliament and health data policy marches forward at pace, the

challenge is to make governance visible so it is clear: who decides, who scrutinises, how the public
interest will be protected and how decisions can be challenged.

12



@ Meaningful public influence over decisions

People are more supportive of health data use when they believe they can meaningfully influence
the decisions that govern it. Across public dialogues, citizens’ juries and deliberative research,
people consistently express a desire not only to understand how health data are used, but to have
opportunities to shape the decisions that affect them.

People want independent oversight combined with meaningful public involvement. They want to be
able to influence and challenge system direction, without being expected to decide about every use
of health data.

Since 2022, there has been substantial investment in public involvement and health data decision-
making, including the Department of Health and Social Care and NHS England’s national engagement
programmes?, dedicated patient and public involvement activity across the Secure Data Environment
network?, and the incorporation of public perspectives into governance mechanisms such as data
access committees?. These developments mean the question is no longer whether public involvement
exists. Instead, it is how consistently it is embedded, how clearly it is connected to decisions, and how
well its impact is made visible.

The challenge is to act on existing and future
insight about patient needs and expectations,
include a diversity of communities in decision-
making, and clearly demonstrate what changed
as a result. As health data systems become
more connected, confidence will depend on
whether people believe they have had a genuine
opportunity to shape them.

of people believe that the
public should be involved

in decisions about how NHS data are used.

Patient and Public Involvement and Engagement (PPIE) in health data use is widespread
but unevenly embedded.

Evidence from our UK-wide review of the patient and public involvement and engagement
landscape suggests that activity is most visible and most consistently supported in research
and research-adjacent settings, where funding requirements, ethics processes, governance
arrangements and data access procedures create formal opportunities for participation. These
opportunities do not, however, always translate into meaningful influence. Activity is less visible
and less consistently focused on data use itself in commissioning, service planning, quality
improvement, evaluation and population health management, although there are examples of
more developed practice.

Much of PPIE practice remains difficult to see and learn from, with limited evaluation of what
PPIE changes.? The lack of transparency, coordination and sharing across organisations also
drives expensive duplication, with programmes often commissioning new engagement activity,
developing new materials or repeating similar conversations rather than building on existing
insight and learning.

J

o0 W
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opt-out paradox

The National data opt-out (England-only) provides one of the clearest behavioural expressions
of how people exercise their agency within the health data system. Yet, the relationship between
understanding, support and behaviours like opting out is hot straightforward.

Opt-out rates vary. The National data opt-out dashboard shows, for instance, that more women
have opted out than men (6.4% vs. 5.0%) and that opt-out is higher in London (7%) compared to
the rest of England (23 June 2026 opt-out rate: 5.7%).2°

As people learn more about health data, they often become more supportive of their use, but also
more alert to risk and more likely to expect a say in how their data are used. Greater understanding
can lead people to ask sharper questions and make more active choices. It builds informed
engagement, not unquestioning acceptance. Our polling shows that people who opt out are more
informed about how health data are used. They are more likely to be digitally engaged, more likely to
have accessed their own health records and are often more familiar with national debates than the
population as a whole.®

4 )
Opt-outs have important consequences, especially as they are not evenly distributed across
the population, with some groups significantly more likely to opt out than others. This can
introduce bias into datasets, reduce representativeness, limit the quality of research, affect
service planning and ultimately diminish the public value that health data can generate. | —
Previous controversies have also shown that sudden increases in opt-outs can lead to wasted
investment, increased institutional risk aversion and missed opportunities to improve health and
care.

- J

Figure 6: Likelihood of opting out in the future

Among those who have not already opted out, uncertainty about future opt-out decisions has
increased over time, rising from 38% in Wave 1of UPD polling (July 2025) to 49% in Wave 3 (May
2026). Just 7% say they are very likely to opt out in the future, while 22% say they are not very likely
and 10% say they are very unlikely to do so.

Responses (%)
Oy
50% 49% Not sure
40%
30%
) 28%
24% .
22% Not very likel
20% yHkey
Quite likely
10% Very unlikely
6% 7% 7% Very likely
0%
Wavel Wave 2 Wave 3
Source: Kcmtc«r/Understcmdmg Patient Data (2026)
30. https://digital.nhs.uk/dashboards/national-data-opt-out-open-data . . l@
31. Understanding Patient Data (2026) UK Patient Data Sentiment Tracker: Wave 3 Findings
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Exercising the right to opt-out should not simply be interpreted as opposition to health data use. It may
reflect informed caution rather than rejection. For example, people may strongly support the use of
health data for research, planning and improving care, while simultaneously questioning whether
governance arrangements are sufficiently transparent and accountable. Treating opt-outs solely as
evidence of declining public support risks overlooking the underlying concerns that drive behaviour.

Our research suggests that while controversies covered in the media appear to have little overall
impact on people’s support for health data use overall,*? they can affect confidence and intention
to opt-out. Controversy appears to lead to greater caution and closer scrutiny of governance rather
than outright opposition to using health data to improve health and care.

National data opt-out levels appeared broadly stable through 2025, with more visible spikes
emerging in May and June 2026 around specific high-profile media articles: Palantir ‘unlimited
access’ revelations, cybersecurity incidents, Digital ID concerns. This differs from 2021, when National
data opt-outs rose sharply in a concentrated period in response to the GP Data for Planning and
Research programme?3, rather than appearing as smaller event-driven spikes. The public appears
to discern between media volume and actual potential risk, responding to substance rather than
noise. Opting out represents active engagement with the safeguards available to them, not rejection

of data use per se. Opting out of one service or data share is hot the same as an outright rejection of
data sharing principles more broadly.

National data opt-out, daily time series, select rate (% of population) or count

Change the chart from rate to count by selecting the button below

M Opt-out rate % (cumulative) @ Rate Start date End date
I Difference in opt-out rate to previous day O Count [12/1/2024 | [6/23/2026 Last 6 months Last year All time
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Figure 7: There were 143 stories related to

Monthly coverage volume
Palantir [The NHS Federated Data Platform

300
in May and June 2026 alone. 250
Despite an uptick in positive stories as well as 200
. . o 150
negative ones, this activity seems to correlate 100
with spikes in opt-out data in the Spring 2026. 50 I I I x | I I
Ollll !IllE!llI
0w 5 >C 5 000 fH 2 9 O© 9 5 5 >C
g&gaﬂg$8§8‘;£§%§3
O
= S

m Negative M Positive Neutral
Source: Understanding Patient Data and Portland (2026)

32. Recent national stories about the NHS Federated Data Platform, Palantir and UK Biobank did not appear, on balance, to reduce
public support for using health data. See Understanding Patient Data (2026) UK Patient Data Sentiment Tracker: Wave 3 Findings

38. In 2021, more than 1.3 million people opted out in a single month following coverage of the GP Data for Planning and Research . . l@
programme, taking the opt-out rate from 2.77% to 4.97%. See Tazare et al. (2024) NHs National data opt-outs
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Results from our polling suggests that Palantir coverage had little impact on people’s support for
data use but may have had an influence on opt-outs (see Figure 8). This is particularly pertinent
given that NHS England currently describes the NHS Federated Data Platform, delivered by Palantir,

as supporting direct care delivery and states that the National data opt-out does not therefore apply

to its current use.

Figure 9: The Palantir contract debate links into many wider controversies

A detailed timeline highlights key events and actions related to Palantir's NHS contract, including
calls for cancellation, parliamentary scrutiny, and concerns raised by various political and
human rights groups. The maijority of online conversation on this topic is happening on X and

is highly negative with spikes driven by both media moments and individual tweets.

423.3K Apr - May 2026: Palantir's NHS role faces sustained scrutiny,
Mar 2026: Calls for the cancellation of with multiple MPs, including Jeremy Corbyn, Kim Johnson,
results Palantir's NHS contract by Liberal Dawn Butler, Chris Hinchliff and Ed Davey, calling for its

Democrats and Green Party MPs,
Amnesty International and patient groups
— primarily via X and The BMJ.

removal over patient-data access, surveillance, security and
human-rights concerns, alongside pressure from Amnesty UK,
Novara Media and the Good Law Project.

40K

32K Jan-Feb 2026: Critics including
Zack Polanski, The Green Party,
Jeremy Corbyn and the Good Law
Project raised alarms over
surveillance risks and unethical
procurement via X.

24K

16K

8K

SUAN

4 )
Figure 8: Impact of media coverage about the Palantir
Among the respondents who recalled seeing or hearing stories about Palantir (33%), 35% said that
seeing the news stories about Palantir made them more supportive of the use of patient data,
compared with 33% who said it did not. Meanwhile, 41% of respondents said that seeing the news
stories about Palantir made them more likely to opt out (or stay opted out), compared with 29%
who said it did not.
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13% 6%
23%
20%
BO%
30%
3%
60%
A40%
@ strongly agree
@ Agree
20% . .
Neither agree nor disagree
Disagree
0%
It has made me more supportive of the It has made me more likely to opt out (Or
use of patient data to improve care and stay opted out
services
Source: Kantar/Understanding Patient Data (2026)
Graph only for respondents in England
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34. Understanding Patient Data (2026) UK Patient Data Sentiment Tracker: Wave 3 Findings . . . L@
35. https://www.england.nhs.uk/digitaltechnology/nhs-federated-data-platform/security-privacy/nhs-fdp-privacy-notice/
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But media coverage does not always have the reactive impact organisations fear. The recent UK
Biobank coverage was serious: stories described participant data being offered for sale in China®,
alongside wider questions about access arrangements and governance. Given the nature of these
allegations, the limited visible public reaction is striking. In UPD’s recent public perceptions sentiment
tracker, 43% said the stories made them more supportive of the use of patient data, compared with
24% who said they did not. UK Biobank has seen small numbers of participants withdraw following
negative coverage, but these stories do not appear to have been associated with wider spikes in
opt-outs. Nor is it fully clear why the reaction was so contained.

Our polling suggests that many people remained supportive of UK Biobank and the broader use of
health data despite seeing the stories (see Figure 10). This should not be read as complacency or
indifference. Rather, it suggests that controversy does not translate automatically into withdrawal of
support, particularly where people still see public value and where organisations respond publicly,
clarify governance, engage participants and make decision-making more visible. The lesson is not
that controversy can always be avoided, but that legitimacy depends on organisations being able
to explain, justify and, where necessary, adapt their approach.

Figure 10: Impact of media coverage about the UK Biobank.

Among the respondents who recalled seeing or hearing stories about UK Biobank (31%), 43% say
media coverage has made them more supportive of using patient data to improve care and
services, compared with 24% who say it has made them less supportive. Meanwhile, 29% say
coverage has made them more likely to opt out (or stay opted out), compared with 32% who say it
has made them less likely to do so.
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Source: Kcmtur/Understonding Patient Data (2026)
Graph only for respondents in England
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36. BBC News (2026) UK Biobank health data listed for sale in China, government confirms
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ice should be meaningful and usable

Patient choice is important — but it must be meaningful and usable. Current arrangements are still
widely described as confusing and difficult to navigate. Many people are unsure what choices are
available to them, or whether they have already exercised them.

Y

three waves of UPD polling?. This should not be read as a direct comparison with the
National data opt-out?® rate (5.7% on 23 June 2026), which applies in England, and is only one

of several routes by which people may restrict how their health data are used. However, the gap
between reported opt-out behaviour, and recorded National data opt-out rates suggests, at

a minimum, significant public confusion about what people have opted out of, which choices
apply, and what those choices mean.

- J

This gap creates both a risk and an opportunity. If greater awareness, easier access through the NHS
App, or the current review of the National data opt-out by the Department of Health and Social Care
leads many more people to opt out without clear understanding of the consequences, it could affect
the quality, representativeness and value of health data.

But the answer cannot be to make choice less visible. People need transparency, agency and simple

routes to exercise their rights. The priority should be to ensure that choices are easy to find, (including
how to opt out as well as opt back in), easy to understand and supported by clear information about

what opting out does, and does not, mean.

Simplicity, visibility and clear communication are therefore as important as greater granularity.
The current National data opt-out review is a timely opportunity to strengthen the relationship
between transparency, agency and public confidence.

( )

8 9 O/ of people
O supporta
single NHS mechanism

to choose how their data
are used

Source: Survey with 29,275 people based in the UK (Jones et al., 2022)

-

The proposed Single Patient Record programme could strengthen the relationship between
transparency and agency. Although important questions remain about how the arrangements
will operate in practice, enabling people to view more of their health information through the
NHS App, identify inaccuracies and request corrections could make data use more visible and
give people a more active role in the stewardship of their own information.

J

37. Findings from the latest polling: Understanding Patient Data (2026) UK Patient Data Sentiment Tracker: Wave 3 Findings . . l@
38. https://digital.nhs.uk/dashboards/national-data-opt-out-open-data
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vation does notgetan
omatic social licence

New technologies do not face a different set of public expectations. People apply many of the same
tests as they do to established uses of health data: is there clear public benefit, are appropriate
safeguards in place, and are decisions made transparently and accountably?

Most people are not inherently opposed to innovation.® They are cautious when the purpose, risks or
governance arrangements are unclear.

Confidence is lower for newer applications than familiar uses of patient data. Where people have
limited understanding of how technologies work or who is responsible for them, uncertainty rises.

4 20/ agree that the speed of developments in science and technology
O means that they cannot be properly controlled by the government

Source: Survey with 5,281 people based in the UK (Ipsos, British Science Association and UK Research and Innovation, 2025)

Figure 11: Awareness of, and support for, NHS working with other organisations to understand
and make better use of patient data

Awareness and support vary considerably across different initiatives. The highest levels of both
awareness (55%) and support (63%) are for a single joined-up NHS patient record, while support is
lowest for NHS partnerships with Palantir (35%) and the use of Al tools to free up time for doctors
and nurses (34%)

A single joined-up NHS patient record for every person in England
55%

N
I 53
A digital ID that could be used to prove who you are when accessing public services
L I 54
I At

Using Al tools to help free up time for doctors and nurses

R 34

Software that connects IT systems across NHS hospitals to help manage demand and re

e 4%
i 53

Large national health studies you can sign up to (e.g. UK Biobank, Our Future Health, Genc
New features for patients in the NHS App (e.g. Al assistant, comparing providers)
—38%48%

Changes to the law that would make it easier for the government to use patient data for
—39%47%

A new national organisation to speed up access to NHS data for researchers (Health Datt

S S 45%
] 44%

54%

The NHS working with Palantir, an analytics company that helps organisations bring data

4% @ Awareness
I 5% @ support
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50% 55% 60%
% aware and % supportive

Source: Kantar/Understanding Patient Data (2026)
- J
39. Healthwatch England (2026) study shows that public support for the NHS rollout of Al scribes (ambient voice technology) . . .

is split relatively evenly between support and opposition, and that lack of awareness and trust in how data are used is U

furthering discomfort and affecting what sensitive information patients disclose to their doctors.
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In UPD’s public polling, ‘Using Al tools

to free up time for doctors/nurses’
has the biggest gap between

awareness and support — whilst 54%

of respondents were aware of this,
only 35% feel supportive of it.+°

As health systems become more dependent

on Al, cloud services and large-scale digital
infrastructure, questions of trust are increasingly
tied to wider debates about technological
sovereignty, resilience and national control.

Figure 12: Al, Palantir and NHS reform dominate the media debate

Across 1,329 media articles related to
health data from March 2025 to June
2026, Al has dominated coverage,
split in topic between transformative
promise and governance fears.

NHS England reform creates a new
political backdrop, while Palantir’s
NHS Federated Data Platform
contract has become a proxy for
sovereignty concerns with 84% of
coverage negative, linking NHS

data to US tech, U.S. Immigration

and Customs Enforcement (ICE)
connections and data leaving UK
jurisdiction.

Source: Understanding Patient Data and Portland (2026)
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The public debate around the NHS Federated Data Platform and Palantir shows how quickly technicall

programmes can become proxies for broader questions of public confidence. Media coverage and

public discussion have often focused less on the platform’s current function than on what the choice
of supplier is perceived to represent. Coverage focuses on commercial influence, national sovereignty;,
the growing role of global technology companies in public services, and the extent to which
governments retain control over critical digital infrastructure. Debates about individual suppliers
therefore often become shorthand for deeper questions about power, accountability and control.

The implication is clear: support for innovation cannot be assumed simply because a technology is

potentially transformative. Nor should innovation be treated as requiring a fundamentally different

approach to public confidence.

Media debate sees patient data increasingly discussed through the lens of

sovereignty, surveillance and governance, with high levels of opposition to
NHS data contracts being awarded to US technology firms.#

40. Understanding Patient Data (2026) UK Patient Data Sentiment Tracker: Wave 3 Findings
41. Eko survey with 2,097 adults in the UK (delivered by YouGov in July 2026) found that 76% thought it was unacceptable for US

technology firms to handle patient medical data on behalf of the NHS.
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re is no single public view

Public confidence about health data use cannot be understood as the views of a single, uniform
public. NHS England’s 2024 public attitudes research*? identified six attitudinal segments, showing
that people differ not only by demographic characteristics, but also by their knowledge, behaviours,
levels of trust, perceived benefits and concerns about how data could be misused. There is also
variation in attitudes across age, ethnicity, gender, health status, socioeconomic circumstances,
geography and digital engagement.

The strongest pattern is not demographic but experiential, with people’s views about health data
often shaped by their experiences of healthcare itself. People who report positive experiences

of healthcare are generally more willing to share data and more confident that it will be used
appropriately.*® Those whose experiences have been negative are more likely to question how
information will be used and whether organisations can be trusted to use it fairly.4

Trust in health data is also often built, or damaged, through interactions with health data. People
describe inaccurate records, missing information, difficulties correcting mistakes and insensitive
clinical notes as experiences that undermine confidence in wider data-sharing initiatives.

Building confidence requires involving a wider range of communities in decisions, ensuring
governance arrangements are demonstrably fair, and recognising that different groups experience
both the benefits and the risks of data use differently.

4 )

For many communities, concerns about health data are inseparable from wider experiences
of inequality. Data availability itself reflects unequal access to healthcare: communities that
are less able to access services, receive poorer care, or have negative experiences recorded
in clinical systems may also be less visible, less accurately represented, or misrepresented in
the data used for planning, research and innovation. People therefore fear not only that health
data could be used in ways that reinforce existing inequalities, but that the systems collecting,
governing and using data may reproduce those inequalities from the outset. Concerns have
been identified among transgender people, disabled people and other minoritised groups,
where worries about stigma, discrimination and unequal treatment shape perceptions of
data sharing and governance.*

43. Kirkham et al. (2022) Experience of Clinical Services Shapes Attitudes to Mental Health Data Sharing . .
44, Clearview Research (2022) Diverse Voices on Data

42. NHS England (2024) Public Attitudes to Data in the NHS and Social Care @
45. The Liminal Space (2022) Data Dialogues 2 U
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What next? Building confidencein
a connected health data system

Public confidence is not produced by a single programme, data platform or engagement exercise.
Itis a system outcome. It depends on whether people can see clear benefits, understand who is
responsible, trust the organisations involved, and believe their interests remain protected.

The future of health data will therefore be shaped not only by what the system can do, but by whether
it can earn and sustain public confidence. To achieve this, we need:

@ 1. A shared vision, architecture and public narrative

A more connected health data system needs more than a clearer public story. It needs a shared
vision, coherent technical architecture and joined-up understanding across national organisations
of how major programmes fit together. Future reform should be designed and explained in a

way that reflects how people experience the system, rather than how institutions are organised.
Communications can help people understand how initiatives such as the Single Patient Record,

the Health Data Research Service and the NHS Federated Data Platform fit together, what each is
intended to do and where their boundaries lie. But communications cannot substitute for clarity
about the underlying model.

This means the public narrative must be built on genuine system coherence. If national bodies
cannot clearly articulate the purpose of each programme, the relationships between them, the
technical and governance architecture that connects them and the choices that remain open, those
gaps will be visible to patients, professionals and the media. Better communications may make a
coherent system more understandable; they cannot make an incoherent system trustworthy.

The narrative should not rely on benefits alone. People need straightforward answers about risks,
trade-offs, commercial involvement, accountability, choices and what happens when things go
wrong. Trust is not built by avoiding difficult questions; it is built by answering them clearly and
showing how those answers are reflected in design, governance and implementation.

Communications also need to match how people now seek information. Information should be
searchable, shareable and intelligible to the tools people use to make sense of complex issues,
including Al search and large language models. Information should be easy enough to find, clear
enough to quote, detailed enough to trust and structured enough to travel beyond an organisation’s
own website. The task for health data stewards is therefore not simply to communicate more, or to tell
the story better, but to build the shared vision, develop joined-up plumbing and ensure governance
clarity to make that story credible.

o0 W
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Recommendation: rf)

The Department of Health and Social Care, NHS England and other national partners

should develop a shared public account of the connected health data system, underpinned by
a clear technical and governance architecture that explains how major initiatives in England
relate to one another. This should be supported by a national transparency hub that explains
the purpose, boundaries, governance, risks and public benefits of each programme in one
place. Content should be accessible, open for reuse and optimised for large language models
and Al.

2. Visible choice and accountable governance

Good governance should be visible, not something people are simply asked to trust. As national
infrastructure develops, public confidence will depend not only on what organisations are legally
allowed to do, but on whether people can see who decides, who scrutinises, what limits apply and
how decisions can be challenged over time. Giving people a meaningful choice is part of taking
accountability. Choices about data use need to be easy to find, understand and act on, including

routes to opt out and opt back in. Where people choose to opt out, this should be treated as a signal

of concern or caution, not simply as rejection of health data use. Those signals should help test
whether the governance framework is sufficiently clear, responsive and trustworthy.

Recommendation: ‘

The Health Bill offers a current legislative opportunity to make the governance

framework for health data explicit, rather than leaving this to future guidance or
implementation alone. Reform of the Health Service (Control of Patient Information) Regulations
is also understood to be planned. These changes should clearly define the purposes for which
health data can be used and reused, including by the Health Data Research Service, regional
Secure Data Environments and wider Government infrastructure, both now and as future
capabilities develop. They should set out who is accountable for decisions, where decisions will
be subject to public involvement, the limits on data use and how individual choice, including
the National data opt-out, will operate consistently across an increasingly interconnected
health data system. The most important safeguards and red lines — including prohibitions

on non-consented use for marketing or insurance purposes, and robust scrutiny of any wider
cross-sector data sharing — should be transparent and embedded in law where appropriate.

~N
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3. People at the heart of decision-making

Public involvement should be part of decision-making throughout the life of health data initiatives.
It should not be treated as a one-off exercise to secure support for a concept, or as a late-stage
process focused only on communications.

People should have meaningful opportunities to shape acceptable uses of data, definitions of public
benefit, governance arrangements and responses to controversial decisions.

Organisations should also show what changed as a result of patient and public involvement.
Participation without visible outcomes risks reinforcing cynicism rather than building confidence.

4 )

Recommendation: ‘

Patient and public involvement and engagement should be embedded across the
full spectrum of health data use. Organisations should routinely evaluate and publicly
report the impact of involvement activities, demonstrating how public perspectives have
. influenced decisions and what has changed as a result. Greater transparency about both
the engagement and its impact is essential to building accountability, learning and public
confidence.

After UPD completes its current project mapping patient and public involvement and
engagement, we plan to hold a roundtable to co-develop recommendations for the health
data sector and support greater public involvement in how health data is used.

@ 4. Transparency that ensures no surprises

Health data reform is moving faster than public understanding. This creates a risk for
implementation, not just communications. Programmes should build transparency in from the start,
in line with legal duties and the 8th Caldicott Principle, so people know how their information is used
in ways that are timely, meaningful, proportionate and not surprising.

This does not mean every programme needs to create its own engagement or communications work
from scratch. As the system becomes more connected, transparency should be treated as a shared
capability: something that can be reused, scaled and applied consistently across programmes.
Before major programmes launch or expand, they should assess what the public understands, test
public-facing information, and make sure trusted messengers, such as clinicians and local NHS
organisations, can explain changes clearly.

o0 W
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People should have clear information about the purpose, benefits, governance, risks, responsibilities
and choices before implementation. This should be proportionate to the programme’s level of risk,
novelty and public concern, while avoiding unnecessary duplication.

Good PPIE and transparency work takes time and resource, and should be properly valued, but
programmes should also make use of existing evidence, reusable materials, shared public insight
and common standards where appropriate.

Recommendation: (J]

Every significant health data programme should demonstrate, before implementation,

how it has met its transparency obligations, supported the 8th Caldicott Principle and enabled
informed public understanding within the context of the wider system. National bodies should
develop scalable, system-wide approaches to transparency and PPIE so programmes do

not each reinvent the wheel. This should include shared evidence, reusable public-facing
materials, common transparency standards and mechanisms for learning from previous
engagement, while allowing activity to be proportionate to the programme’s scale, risk and
public salience.

5. To treat public confidence as a system outcome

Public confidence should be treated as a shared system outcome, requiring leadership across
government, the NHS, regulators, researchers, charities and commercial partners. Trust lost in one
part of the system can quickly affect confidence elsewhere.

The evidence base also needs strengthening. Gaps remain in longitudinal data on public attitudes,
the perspectives of young people, the impact of intersecting inequalities on confidence, and
public expectations of Al and emerging technologies. A stronger shared evidence base would help
policymakers identify concerns earlier, evaluate interventions and respond before confidence is
damaged.

-

Recommendation: ()]

Public confidence should be adopted as a shared system outcome, supported by
coordinated monitoring and investment in a stronger national evidence base. In support of
this, UPD will routinely publish data from its public sentiment tracker and bring system-wide
evidence together in a new Health Data Compass from Autumn 2026.

o0 W
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= Conclusion: Taking shared
responsibility for legitimacy

No single programme, organisation or engagement exercise can secure
legitimacy on its own.

As health data becomes more connected, legitimacy must become a shared responsibility.
Government, the NHS, regulators, researchers, charities, commercial partners, and the media, all
shape whether people see the system as trustworthy.

The opportunity is significant. The public already recognises the potential value of better use of
health data, particularly when it improves care, gives people greater access to their own information
and strengthens the NHS.

The task now is to build a system that matches the public expectations: one where data are used
responsibly, decisions are visible, benefits are clear and people have confidence not only in what the
system can do, but also in how it is governed.

.C...L@
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Appendix: Supporting evidence

This appendix provides an overview of key evidence informing the State of the Nation report,
including indicative assessments of the evidence strength, illustrative findings, and key
limitations, gaps and caveats to consider. The list of references is indicative, not exhaustive.

The evidence base is disproportionately derived from participants in England. Consequently,
findings should be interpreted as reflecting the available evidence rather than representing all UK
nations equally.

Public awareness and understanding of health data use
Strength of the evidence

+ Consistent findings from across large-scale surveys, public dialogues and qualitative studies show
that awareness of health data use beyond direct care remains low.

« Multiple studies have found widespread confusion about data opt-out mechanisms, data
governance darrangements, how health data are used, and the formats in which data are shared
and accessed.

What evidence tells us

Key evidence lllustrative findings Key supporting references
Awareness of 61% of the UK public reported knowing “very  Health Foundation (2023)
health data use little” or “nothing at all” about NHS data

beyond direct care practices (Health Foundation, 2023). NHS Digital (2022)

remains low.
Under 30% of the public said they “definitely ~ NHS England (2024)
knew” that the NHS uses patient data beyond

improving individual care (improving NHS England, Department of
population health — 29%; planning and Health and Social Care, and
improving services — 27%; research and Thinks Insight & Strategy (2025a)

innovation — 26%) (NHS England, 2024).
Qa Research and
57% do not recall ever receiving information  Understanding Patient Data
about data held in GP records and 61% (2024, 2025)
already believe a Single Patient Record exists
(Qc: Research and Understanding Patient
Data, 2025).

Only 17% correctly understood
pseudonymisation and only 18% correctly
understood a Type 1 opt-out (NHS Digital,
2022).

o0 W
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Evidence gaps and limitations

« The relationship between awareness, confidence, support and behaviour remains poorly
understood.

« There is limited evidence about awareness and understanding about newer technologies and
data systems.

Health data media narratives and theirimpact
Strength of the evidence

« There is strong evidence from media analyses that media coverage of health data use can
influence public awareness, attitudes and levels of trust.

What evidence tells us

Key evidence lllustrative findings Key supporting references
Negative media Risk-focused narratives reach around Understanding Patient Data
coverage has 110 times the audience of benefit-focused and Portland (2026)

wider reach than stories
positive media

coverage Risk led reporting reaches c. 470m a month,
vs. benefit-led reporting, which reaches
c.4.3m
Negative media During the GP Data for Planning and Tazare et al. (2024)
can affect Research controversy in 2021, more than
behaviour and opt 1.3 million people chose to opt-out within a Understanding Patient Data
outs. single month, taking the opt-out rate from  (2026)
2.77% to 4.97%.

41% of respondents said that seeing the news
stories about Palantir made them more likely
to opt-out (or stay opted out), compared
with 29% who said it did not

(UPD 2026).

Evidence gaps and limitations

+ The evidence base is weaker about the long-term impact of media coverage and how public
attitudes change over time in relation to media output.

« Mixed findings about how media influences awareness, support and behaviours (opt-out), which
seems highly context dependant.

Public support for patient data use and key conditions
Strength of the evidence

» Consistent findings from more than a decade of UK research indicate strong but conditional public
support for the use of health data. This conclusion is supported by surveys, systematic reviews and
deliberative research, which also provides insight into the reasons underpinning public attitudes.

« The evidence base consistently identifies a number of recurring factors that shape public support
for health data use.

o0 W
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What evidence tells us

Key evidence

Strong support
for data use — but
conditional

Conditions for
public confidence

lllustrative findings

92% supported the use of health
data for medical research and
92% for healthcare planning
(NatCen/ONS, 2025).

89% were happy for the NHS to
use patient data to improve the
care of others (NHS England,
2024).

90% were willing to share health
data with the NHS for any
purpose (Boston Consulting
Group Centre for Growth, 2023).

69% people said they trusted

their GP practice with their data,

vs. 34% national government
(Health Foundation, 2023).

84% considered sharing
health information with GPs
and hospitals acceptable,
compared with 23% for
pharmaceutical companies
and 20% for local councils
(Yen et al., 2025).

29

Key supporting references
Aitken et al. (2016)

Boston Consulting Group Centre for Growth
(2023)

Health Foundation (2023)
Kalkman et al. (2022)
NatCen and ONS (2025)
NHS England (2024)

Understanding Patient Data (2026)
Connected by Data (2023)
Data Into Action (2025)

Department for Science, Innovation and
Technology (2024)

Health Foundation (2023)

Hopkins Van Mil and Understanding Patient
Data (2021)

Imperial College Health Partners and Ipsos
(2021)

Understanding Patient Data (2026)
Ipsos (2025)

Ipsos Scotland, 2025

Kuo et al. (2026)

NHS England, Department of Health and
Social Care, and Thinks Insight & Strategy
(20250, 2025¢)

Onelondon (2022)
POST (2026)

Shah et al. (2021)
Sheehan et al. (2021)

Stand and North East and North Cumbria
ICB (2024, 2025)

Understanding Patient Data, Involve and The
Carnegie UK Trust (2018)

Wessex Secure Data Environment (2024,
2025)

Yen et al. (2025)
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Key evidence lllustrative findings Key supporting references

Importance of 74% said the public should be Hopkins Van Mil and Understanding Patient
meaningful public  involved in decisions about data Data, 2021
involvementin partnerships. (Understomding

NHS England, Department of Health and
Social Care, and Thinks Insight & Strategy
(20250)

Onelondon (2022)

health data use Patient Data and Ada Lovelace
Institute, 2020).

Understanding Patient Data and Ada
Lovelace Institute (2020)

Evidence gaps and limitations

» Reported levels of public support vary across studies, partly because survey questions and
research methods differ. As a result, evidence on how attitudes are changing over time remains
limited and is difficult to infer from the existing body of research.

+ The evidence base is strongest in relation to established uses of health data. Research on newer
technologies and data infrastructures, such as artificial intelligence, large-scale data linkage and
Secure Data Environments, is growing but remains less developed and mature.

« Much of the evidence on the factors influencing support for, or opposition to, health data use
comes from deliberative research. While this approach provides valuable insights into how and
why people form their views, participants are typically not representative of the wider population,
and discussions are often focused on specific technologies, governance arrangements or
commercial partnerships.

Behaviours and opt-out
Strength of the evidence

« Consistent findings from large-scale national studies and local engagement activities show that
people want meaningful agency, transparency and accountability in decisions about how health
data are used.

« Most of the evidence supporting these findings comes from qualitative and deliberative research,
which enables participants to explore complex issues relating to health data use in depth. The
desire for meaningful agency is a recurring theme across the evidence base, including studies
focused on specific use cases, technologies and data-sharing arrangements.

« Recent large-scale deliberative programmes commissioned by NHS England have reinforced
findings from earlier research, suggesting that the public’s expectation for agency, transparency
and accountability is a stable and enduring feature of attitudes towards health data use.
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What evidence tells us

Key evidence

People want meaningful
agency and choice

Existing opt-out
arrangements confusing
and difficult to navigate

The desire for control
is greater and where
perceived risk is higher
and perceived public
benefit is lower.

lllustrative findings

89% supported having a
single NHS mechanism
allowing people to make
choices about how their
data are used (Jones etal,
2022).

N/A

N/A

Evidence gaps and limitations

Key supporting references
Jones et al. (2022)

NHS England, Department of Health and
Social Care, and Thinks Insight & Strategy
(2025¢)

OnelLondon (2022)
Qa Research and Understanding Patient

Data (2025)

NHS England, Department of Health and
Social Care, and Thinks Insight & Strategy
(2025¢)

University of Manchester and Patients’
Association, 2023

« While people consistently express a desire for meaningful agency and choice in relation to
health data use, preferences for consent and control are not uniform. Different individuals and
communities have varying expectations about acceptable levels of risk, control and public benefit.

« The evidence highlights an ongoing tension between simplicity and granularity in governance
approaches. Some studies suggest that people want more tailored and flexible choices about
how their data are used, while others indicate support for simpler, easier-to-use mechanisms. As
aresult, the evidence is stronger on the principles people want to see reflected in governance and
involvement arrangements than on which specific models are most effective in practice.

- Evidence on the impact of patient and public involvement and engagement (PPIE) remains relatively
immature. Emerging research suggests that participation in engagement activities can increase
confidence and understanding among those directly involved. However, there is less evidence on
the longer-term effects of PPIE on trust, support or behaviour across the wider population.

Demographic differences

Strength of the evidence

» Consistent evidence from surveys, qualitative research and deliberative studies shows that
confidence in health data use varies across different groups and communities. This evidence is
drawn from both large-scale surveys and in-depth research with underserved and marginalised

populations.

» Findings are broadly consistent across studies exploring differences linked to ethnicity,
socioeconomic status, health conditions, levels of digital engagement and experiences of health

and care services.

« Thereis strong evidence that previous experiences of healthcare, discrimination and inclusion
shape levels of confidence in health data use, as well as perceptions of risk and willingness to
share data. These experiences can influence whether individuals feel that health data systems are

trustworthy, fair and likely to deliver benefits for people like them.
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What evidence tells us

Key evidence

People have
different attitudes
and confidence to
health data.

Attitudes to

health data use is
shaped by broader
experience
(including of health
inequalities and
discrimination)

lllustrative findings

57% of those aged 16-24 trusted
NHS organisations with their
data, rising to closer to 80%

for those aged over 65 (Health
Foundation 2023).

59% of men aware of health
data being used for research vs
45% of women (UPD, 2026).

N/A

Evidence gaps and caveats

Key supporting references
Creary et al. (2022)

Health Foundation (2023)
NatCen and ONS (2025)
Understanding Patient Data (2026)

Clearview Research (2022)
Creary et al. (2022)

Health Innovation Oxford & Thames Valley
(20250, 2025b)

Kirkham et al. (2022) The Liminal Space
(2022)

Think Local Act Personal (2024)

Understanding Patient Data, University of
Worcester and Gate Herts (2025)

Yorkshire & Humber Secure Data
Environment (20240, 2024b)

+ Many of the insights on differences in attitudes and confidence come from targeted qualitative
research with specific communities. These studies provide rich and valuable understanding of
why attitudes vary, but they are not designed to be nationally representative and therefore have
limitations in terms of generalisability.

+ Some demographic findings are mixed across studies and appear to be influenced by context.

» Evidence on how differences in attitudes and confidence are changing over time remains limited.
While there is clear evidence that views vary between groups, there is less robust evidence on
whether these gaps are widening, narrowing or remaining stable.

+ Research relating to some population groups remains underdeveloped. In particular, the evidence
base contains notable gaps regarding the perspectives of younger people, especially those under
16 years of age, and individuals experiencing multiple and intersecting forms of disadvantage.
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Patient Data

Alongside Understanding Patient Data in 2026: navigating public confidence in a changing health
data system, UPD has published two companion reports that provide deeper insight into key
areas of the evidence base.

presents findings from UPD’s
nationally representative polling programme, tracking public awareness, confidence, trust and
support for health data use over time. The report explores attitudes towards topics including data
security, opt-outs, NHS partnerships, emerging technologies and major health data initiatives.

produced with Portland,
examines how health data is discussed across national media, trade media, social media and
Al platforms. The report explores the narratives shaping public debate, the issues receiving
greatest attention, and the role that media coverage plays in influencing public confidence and
perceptions of risk.

With thanks to White Tail Consulting for helping bring together the evidence synthesis behind
Understanding Patient Data in 2026: navigating public confidence in a changing health data
system, to Dr Verity Tether, Senior Research and Analysis Manager at the NHS Alliance, for her
expert data analysis and to Portland for providing analysis of the media and social narratives
shaping public discussions about health data. Finally, to all those who took the time to review
drafts in advance and improve the final result.

Understanding Patient Data (UPD) is an independent initiative with a mission to make the use of
patient data more visible, understandable and trustworthy, so it can be used well, responsibly
and for public benefit. UPD is a hosted organisation of the NHS Alliance in London. UPD’s core work
is funded by Wellcome, the Medical Research Council, the National Institute for Health and Care
Research, NHS England, the Department of Health and Social Care, and the Office for Life Sciences.

Understanding Patient Data (2026) Understanding Patient Data in 2026:
navigating public confidence in a changing health data system. A State of the Nation.

w N I H R | ?‘o?,t}if:;}u]n;g::;fch P AR hello@understandingpatientdata.org.uk
Department Office for Junderstanding-patient-data
Medical - -
wellcome ‘-‘; Research m of H,ealth & Life Sciences www.understandingpatientdata.org.uk
Council  England Social Care



https://www.understandingpatientdata.org.uk/uk-patient-data-sentiment-tracker-wave-3
https://www.understandingpatientdata.org.uk/health-data-in-the-headlines

